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Find and fix code security risks Find and fix poor practices Find and fix ibrary security risks Browse full imventory of libraries
\ i o X & o
[T Avoid using MD5, it is known to be vulnerable ZZT) Avoid using MDS, it is known to be vulnerable .
L]
b file: rails-storefrontlibiversion_helperrb et 77 rule ruly-securityno-mdS-digest [2 CWE: 328 [3
file: rails-storefront/ib/version_helperrb  line: 77 rule: ruby-security/no-mdS-digest f~ CWE: 328 4 | €)githubcomidatadogishopist 2 » }F prod  pEray o IB1EIZ4  LATEST
{) github.comidatadogrshopist F > §9 prod DEFAULT > o 3b18334 LATEST | Howe to Igmore This Rule | [ Flag as False Positive A Get support in #software-delivery [ IWIRONMENT
Thi = A Positi £k
Haoewi to Ignore This Rule = Fag as False Positive 1= Get s Oatalls Rermediation Evant |
|
Details Remediation Event +F SUGGESTIOD FIX RCEW Lirifind Diff
—
S FlesFs ecommendation
[ | . [ Original code |
¥ig L1ond Fownd in your code
Avoid MDS to generate hashes '
|
version_prefix = “v° + day + half_hour_round.to_s + menth + hour u )
& ¢.59. Sa&l5d we only want six digits F
7 version_suffix Digest - :MDS _hexdigest|version_prefix)[a, &]
" oe.g wAATBckden- 5863 5d

version_prefix = “v
# e.g. 5a635d - we only want six digits
77 version_suffix
# e.g. - vAa2BckBlee-5a635d

return version_prefix + "-" + version_suffix

Code owners: @DataDog/demo-engineering

+ day + half_hour_round.to_s + month + hour

Digest::MD5.hexdigest(version_prefix)[8, 6]

return version_prefix + & yersion_suffix

Code owners: @Databogidemo-engineering

Suggested code fix

— - nerability

Ta Fix the viokstion of using MDS to generate hashes on ine 77

1. Replace Digest: :MD5.hexdigest with Digest : :SHAZSE . hexdigest 1o use the SHA-256 hash function instesd of MDS.
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