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Complete Quests (Infra)

Deliver Data
from On-Prem to Public Cloud,

Securely!!



Case 1. From AWS to Datadog
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Solution: AWS PrivateLink

Datadog VPC Endpoint

AWS PrivatelLink
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Solution: AWS PrivateLink

Datadog VPC Endpoint

Endpoints (1/20) info

Q Search
—| Name v VPC endpoint ID v VPC ID v
] datadog-prod-API vpce-0b42cd5cccl4ae334 vpc-006a979624efb5fdf | main-prod
] datadog-prod-Process vpce-0c13bfafs96cb0fds vpc-006a979624efb5fdf | main-prod
[l datadog-prod-Containers vpce-0a23406df2c12fd3a vpc-006a979624efb5fdf | main-prod
] datadog-prod-Profiling vpce-05a0c0f543e0f5e0e vpc-006a979624efb5fdf | main-prod
] datadog-prod-Remote-Config vpre-050634af0c8bed0c3 vpc-006a979624efb5fdf | main-prod
[l datadog-prod-Logs-User vpce-07a0f6818ae12dfe? vpc-006a979624efb5fdf | main-prod
] datadog-prod-Logs-Agent vpce-0dc]19f2beS5be374c0 vpc-006a979624efb5fdf | main-prod
[l datadog-prod-DB-Monitoring vpce-0b5c3111825951329 vpc-006a9796 24efb5fdf | main-prod
] datadog-prod-Metrics vpce-0008754b5e56a809e vpc-006a979624efb5fdf | main-prod
] datadog-prod-Traces vpce-0a26t7be8351ealfe vpc-006a979624efb5fdf | main-prod

Service name

v

Com.amaZzonaws.vpc...

CoOmM.amazZonaws.vpc...

CoOmM.amazZonaws.vpc...

Com.amazZonaws.vpc...

CoOm.amaZonaws.vpc...

CoOm.amaZonaws.vpc...

CoOmM.amazZonaws.vpc...

CoOmM.amaZzonaws.vpc...

Com.amazZonaws.vpc...

CoOm.amaZonaws.vpc...

Endpoint type

Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface

Interface

7 | Status

® Available
) Available
) Available
() Available
® Available
® Available
) Available
) Available
® Available

® Available
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Solution: AWS PrivateLink
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Case 2. From On-premise to Datadog
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Challenge 1

«  ALHOAM = AWS Seoul region2 28t HZ 7ts%
- Virginia region IPE &8 M =7t

E Samsung AWS Public Cloud

E Seoul Region
. On-premise

g 2
Datadog
Services

G
=

D— @

VPC
Endpoint

VPC
Peering

Direct
Connect

Bare-metal
Server

Datadog

=== ———————

[m———————————————

¥4 patAaDOG 10



Challenge 2
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Solution — Proxy Server?
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Solution — Proxy Server?
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Find Another Solution

. TM| =2 AWS Q2 Z 2} Virginia region®| VPC EndpointZ HL{OF SHC}
- ZOjot 7| =0 FdE ElaAE B8O H2 LHo = NAYAMES S0}

E Samsung AWS Public Cloud

E Seoul Region
. On-premise

G
=

Datadog

Direct
Connect

Bare-metal
Server

______________________________________________________________________

¥ DATADOG 2



Solution — Elastic Loadbalancer

. He olgZ 7hE

Elastic Load Balancing g 22 750A]7H

Bl=e EdjTe HAS oj=z|#H ol &t&A M
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Load Balancer 7} A& - AWS 2| E[0O]
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O|AHE QIZ A off off=2|AH 0] 2|AH 0| M S K| gk Ct. S DLEHZS] HE SAS
HMEe gEoshct SLA ™ &5 54 &z

L

mto} s}

Lt

¥ DATADOG



Elastic Loadbalancer — Application Loadbalancer

- 7|& 7’93t ALBE Sl Datadog PrivateLink VPC endpoint IP2t &1 &4
« AL =019 HTTP Host HeaderZ Service Tt&=5}= Rule 244
« 2t =09l HeaderO| [t2t Zf Datadog Service2| VPC endpoint IPE HEELEE 74

“
-
e o - -
Conditions (If) Actions (Then) = Registered targets (2) info
-
deri rwar arget qroup - Target groups route requests to individual registered
HIIP ot Hieatler & datadog-prod-Remote-Config [Z:]1 (100%) target groups with at least 3 healthy targets.
config.dd.pb.aws. s ' -
\ Q Filter targets
) Forward to target group \
HTTP Host Head
- e e e datadog-prod-API [4: 1 (100%) \
SPLOC PN, e Target group stickiness: Off N\ O IP address . Port v
N\
: Forward to target group \ [] 10.3.115.140 443
HTTP Host Header is http- B
intale los ddeaber o e datadog-prod-Logs-User [4: 1 (100%) N\
ntake.logs.dd.pb.aws.
: g P e Target group stickiness: Off \ 10.3.92.128
N\
. . L
*.dd.pb.aws.samsung.private — 2 AL =0 ¢ MHSIH AHA Ths

But!
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Challenge 3
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Solution — Network Loadbalancer

AMLHOIM EH Q1S 3 AWS ALBE O{EAH ©251X|?

1. {E A& ALBO| private IPE LO}HC},

Network interface ID v | Subnet ID v | VPCID v | Availability Zone « Description v | Status v Primary private IPv4 address

eni-03685924b5e2c4b68e subnet-0d5d1f9ed97ef2b22 [A vpc-0c69289afa?234a555 [A ap-northeast-2a ELB app/alb-prod/... @ In-use 10.111.92.9%

. o= PR A™H 27}
« ALBZ} H{{Z=Z [{OICEH |p7t HBE — O HiP [PE CRA| ALY DNS HZE A X

¥ DATADOG



Solution — Network Loadbalancer

AMLHOIM EH Q1S 3 AWS ALBE O{EAH ©251X|?

2. NLBE ALB 20| 501 NLBE Solf ™2etC}

Load balancer: nlb-prod | P — Registered target

Application Load Balancer target groups

-~
-~
. TCP-443 Forward to tarﬂet I p/ | -
alb-prod-443 [4 Application Load Balancer

., - - - alb-prod
L]

- JASt= IPE 878 7ts (BHA| HHZEE| &= Z£2 |P)
- NLBE= ALBEZ EZfjTl2 2 (ALB X HIZE| = NLBO|AM ALBEZF CHA| HZADH Sf|F=H =)
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One more thing — Route53 Private Domain

ALY, Pubic Cloud Of|A =0 Q12 S5l AWS NLB= HHE A ®ZoSHX|?

@ pb.aWS. Info Delete zone

1. %7&' ED'”O|_| » Hosted zone details Edit hosted zone
(*.pb.aws.samsung.private) Ol CHdH
AtLH DNSOIA K| Route532 2  reorstn | tosetsonerans
Toel "ol MY

Records (18) info & Import zone file Create record
asF A O] —
2. AMUOIAM E2 = U= AWS X ype v | | Routingpol... v | | alos v 1> @
AAO| 1912 XIX
E| e ED" - = = Record name v Type ¥ Routin... ¥ Differ... ¥ Alias v Value/Route traffic to v TTL (5... ¥ Healt

Route530{| A £t

ns-1536.awsdns-00.co.uk
ns-0.awsdns-00.com

pb.aws. NS Simple - Mo _ 172800
ns-1024.awsdns-00.0rg.

3. AFLHQ} Public Cloud 25 =0 ¢!

ph.aws. SOA Simple - MNa ns-1536. awsdns-00.co.uk. a.. 900

E-”—l—— —|—2| 7|-C> 10.111.92.80
*-app.agent.pb.aws. A Simple Mo . 300
10.111.92.100

10.111.92.80

4. |I|-E 7E:|XH giOl E.”_—T]_E _DF_7|_ / E%' metrics.agent.pb.aws. A Simple i No lomee 200
JFS, TTL ARA A 7S e e g
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Observability Data Flow From On-premise to Datadog

E Samsung AWS Public Cloud
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Observability Data Flow From On-premise to Datadog
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Complete Quests (Agent)

Deliver Data
from On-Prem to Public Cloud,

Securely!!
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Datadog AgentO|A] E & A|ESt= Subdomain

Datadog AgentZ} A|E5t= 2
Custom URL ArE,

ALB A&

=

rl

1
=

DATADOG

* 7—II- SUbdomain%O| O'I E|E _Og)l:'('jH O|: "%XP }ciga:jfgeﬂ:kT—D

* Datadog 50| A X|&3St= Private Link Endpoint
* AWS PrivateLinkE &3l Datadog0fl HZ (datadoghg.com) o
* Logs, API, Metrics, Containers, Process, Traces, etc: 10 _
Datadog Agent2| Log & Z&
7-51-0-app.agent profiing
process
config
contlcycle-intake b
app

22 Private Link& Cover?} 7} s&7}?

PRIVATELINK SERVICE NAME

COM. amazonaws . vpce .us ‘pce
c-825a56b9187ac1f63

COM.amazonaws .vpce .us-east-1.vpce-
c-Pe36256cb6172439d

COM.amazonaws . vpce |s—east—‘.vpce—
c-B6dea 1?J chead

COM.amazonaws .vpce .us-east-1.vpce-
c-09aBB8086e245d1e7b8

COM.amazonaws . vpce .us-east-1.vpce-
c-Bad5Th9e71785fe99

COM.amazonaws .vpce .us-east-1.vpce-
c-Bed1f789%ac6bbBbde1

com.amazona vpce.us-east-1.vpce-
922ae5[a b24 2829

COM.amazonaws .vpce .us-east-1.vpce-
c-8355bb1888dfal9c2

COM.amazonaws .vpce .us-east-1.vpce-
c-Bce7B8d55ec4af8501

COM.amazonaws . vpce .us-east-1.vpce-

svc-812138%e5687e3b1d

A K|
T -

PRIVATE DNS NAME

agent-http-
intake.logs.datadoghg.com

http-intake.logs.datadoghqg.com
apl.datadoghg.com

metrics atadoghq
orchestrator.datadoghqg.com
process.datadoghg.com
intake.profile.datadoghg.com
trace.agent.datadoghq.com
dbm-metrics-
intake.datadoghg.com

config.datadoghg.com

r_l DATADOG


https://docs.datadoghq.com/ko/agent/guide/private-link/?tab=connectfromsameregion

Datadog Agent0f| A B2 Al =5}= Subdomain +H
(Cont.)

E ™ SubdomainE <2 Public Internet2 S0} HA SZtst,

* Private LinkE 0| &%= O|R2f 5= &,

* Public Internet Connection= ER 2 o= F&, O|&9%IXA| &=.
* Log, Metric, Infra, Network, Kubernetes Monitoring & 7| 2X¢l 7|5
o  OjXtL|, Air-Gapped 2t40|E =, Public Internet Connection A|== & If g
* ALB Target groupd| ‘G2|&|X| %2 Subdomain 503 Service UnavailableZ2 &2 Fall

Through X 2|.

s 0l80l= X & BlE.
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Custom URLZS &|¢t x.509 Certificate =H|

Agent Host2l ProxyZl M2 CIE Networkaof x|
e TLS Encryption 28
« Datadog Agent Configuration = Proxy 28 78 Guide
* JO|NME m=F Al 44 (datadoghg.com)
* Agent Host2t Proxy7t &% Network &0 EXoCHE MA| 7+,

Region (Asia Pacific - Seoul)

On-Premises VPC1
Kubernetes Cluster Private Subnet
& )

Internal Datadog Agent Internal DNS Direct Connect NLB ALB
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https://docs.datadoghq.com/ko/agent/configuration/proxy/?tab=linux

Custom URLZ et x.509 Certificate &X| (Cont.)

Datadog AgentZ} S&35t1 = ZF NodeOf 0]0| CertificateO] HX|E|0{ A S0 ...
- Datadog Agent Log

2024-05-03 01:42:08 UTC | CORE | ERROR | (comp/forwarder/defaultforwarder/worker.go:191 in process) | Error while processing transaction: error while sending
transaction, rescheduling it: Post https://app.aws-dev.xxxxxxxxxxxx/api/vl/metadata: tls: failed to verify certificate: x509: certificate signed by unknown authority
2024-05-03 01:42:08 UTC | CORE | ERROR | (pkg/config/remote/service/service.go:377 in pollOrgStatus) | Could not refresh Remote Config: failed to issue org data
request: Get "https://config.aws-dev.xxxxxxxxxxxxxxxx/api/v0.1/status": tls: failed to verify certificate: x509: certificate signed by unknown authority

£0{ §AICH (Workaround F29J!)
* Container W0 SliE Custom URLZ et x.509 CertificateO| & X| =[O Of 2t

* datadog-operator/docs/configuration.v2alphal.md at main - DataDog/datadog-operator (github.com)

* ConfigMap= &%t Certificate Install.

* clusterAgent
e Certificate $/X| &, update-ca-certificates =3 = .(/usr/local/share/ca-certificates/...)
* update-ca-certificates && datadog-cluster-agent start

°* nodeAgent

e (Certificate @ X|(/etc/ssl/certs/.. )Rt 2 ™A &

¥ DATADOG


https://github.com/DataDog/datadog-operator/blob/main/docs/configuration.v2alpha1.md
https://app.aws-dev.sre.samsungds.net/api/v1/metadata
https://config.aws-dev.sre.samsungds.net/api/v0.1/status

Log Transfer Port HZ 25|

HOF HX A 80/443 Port?l 7| 2H /K|St o 2 Al875¢S On Prem &4
« Datadog Agent Connection 7|2 SZ}
* Connection Check Al http 280 Cist Aujj7 2lst AL, CHE TCP PortE Opendstt] M& A&

2024-05-03 01:42:08 UTC | CORE | INFO | (pkg/logs/client/http/destination.go:409 in CheckConnectivity) |
Checking HTTP connectivity...

2024-05-03 01:42:08 UTC | CORE | INFO | (pkg/logs/client/http/destination.go:411 in CheckConnectivity) |
Sending HTTP connectivity request to ...

2024-05-03 01:42:08 UTC | CORE | WARN | (pkg/logs/client/http/destination.go:414 in CheckConnectivity)
| HTTP connectivity failure: Post ...

2024-05-03 09:09:47 UTC | CORE | INFO | (pkg/logs/client/tcp/connection_manager.go:64 in funcl) |
Connecting to the backend: ... :10516, with SSL: Oxc0015b4088

_L

* Connection Check Al SIEH2tE at2t 80/443 PortZ XAl = St &, 24X 2}

oo

[,1 DATADOG



EZ:) Logs Log Explorer Live Tail Log Settings
B2 views My View  § 5d T x| ¢ Q
Search for  Q, <[>
Group into | Fields = Patterns = Transactions
Visualize as Timeseries | F Toplist | = Table | =% Tree Map | €% Pie Chart ¢ Scatter Plot
100k ml
Ok T : T T . T T T ’ T u ' r ’
Thu1s 06:00 12:00 18:00 Fri16 06:00 12:00 18:00 06:00 12:00 800 Aug 18 2:00 18:00 Mon 19 06:00 12:00 W
Q rch facets Hide Controls 2,074,033 logs found ¥, Download asCSV | More... £ Options
& Showing 26 of 26 + Add ~ m Watchdog Insights Logs ~ View all
“~ CORE
5 LOGS ERROR OUTLIER
* Index kube_app_part_of:rook-ceph
LIVE INDEXES
ceph-audit
main 88.9% 81.5%
of total errors of total logs
> osource @
> Host @ 4 pate HOST SERVICE CONTAINER NAME CONTENT
l 23:58:59.887 dcl-compute-3-prod3 ceph mon cluster - mgr.b (mgr 4726) 248694 : cluster © pgmap v241.
 Service @ I 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter EB819 442494 1 timeout.go:141] post-timeout activity - time-elapsed: 22.846764ms, .
Q ] 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter  EB819 441416 1 timeout.go:141] post-timeout activity - time-elapsed: 21.496238ms, .
ceph 1.47M & l 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter EB819 4403368 1 timeout.go:141] post-timeout activity - time-elapsed: 20.32819ms, -
mirrored-prometheu... 167k ] 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter  EB819 .439247 1 timeout.go:141] post-timeout activity - time-elapsed: 19.486936ms, .
agent 60.7k ] 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-_ prometheus-adapter  EB819 436888 1 writers.go:131] apiserver was unable to write a Tallback JSON resp.
nginx-Ingress—control.. 57.7 ] 23:58:59.642 dc2-compute-4-prod3  mirrored-prometheus-adapter-prometheus-.. prometheus-adapter — E@819 .435768 1 writers.go:131] apiserver was unable to write a fallback JSON resp.
alpine 3.0k ' 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter E8819 .434714 1 writers.go:131] apiserver was unable to write a fallback JSON resp.
operator 5.32k I 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-.. prometheus-adapter EB819 433548 1 writers.go:131] apiserver was unable to write a fallback JSON resp.
& fleet-agent 2.57k ] dc2-compute-4-prod3  mirrored-prometheus-adapter-prometheus-. prometheus-adapter  EB819 .432661 1 timeout.go:141] post-timeout activity - time-elapsed: 12.735235ms, .
pushprox-proxy 1.18k ] dc2-compute-4-prod3 mirrored-prometheus-sdapter-prometheus-. prometheus-adapter  EB819 .431332 1 status.go:71] apiserver received an error that is not an metavi.St.
[ JS N ] dc2-compute-4-prod3  mirrered-prometheus-adapter-prometheus-. prometheus-adapter  EB819 429762 1 status.go:71] apiserver received an error that is not an metavl.St.
~ Status & ] dc2-compute-4-prod3 mirrored-prometheus-sdapter-prometheus-. prometheus-adapter  EB819 .428024 1 status.go:71] apiserver received an error that is not an metavl.St.
&l error ] 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter  EB819 426903 1 status.go:71] apiserver received an error that is not an metavl.St.
Warn ' 23:58:59.642 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter EB819 .424716 1 writers.go:131] apiserver was unable to write a fallback JSON resp.
Info 150k I 23:58:59.641 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-.. prometheus-adapter EB819 423548 1 status.go:71] apiserver received an error that is not an metavl.St.
] 23:58:59.641 dc2-compute-4-prod3 mirrored-prometheus-adapter-prometheus-. prometheus-adapter  EB819 421004 1 writers.go:118] apiserver was unable to write a JSON response: htt.
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Metrickt of tH S7}?

{fy Metrics Explorer Summary Volume Configure Metrics + 14d - W Q
—
ﬂ Metrics * | system.cpu.user from avg by 2 < @ as..

4+ Add Query <+ Add Formula

Displa Lines + Color Classic =« Style:  Solid w  Stroke:  Normal Orderby: Tags Reverse order
& Split Graph MEW ., Save to Dashboard | More... One graph per query
I T "2
avg:system.cpu.user{*} €y
150
100
50
0 T T T T T T T
on & ue ed b F u a2 1 £ 3 ue wed 15 & F = - A
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Loge +=% 0| E|=0l|, Metric2 off 2tx|X|?

Region (Asia Pacific - Seoul)

On-Premises VPC1

Route530| O}l ALBE AF23}1 QIQiE M
* AWS PrivatelLinkE 3l Datadog0l & (datadoghg.com) A
* AWSL| Route53 AFE 0| Cliet Guide A&
* Route530| Ot NLB — ALBE AM&SHA & O|R]?
*  On-PremiseOf| A Direct ConnectE A EF &7t -> FAlZl 1P 2R
 ABB HEo=ZE I IP YOl 27t -> NLB F7¢

*  OnPrem -> AfL DNS -> Direct Connect -> NLB -> ALB -> ...

Endpoint0f Cligt M2 20| =5 S ichr|...
* ALBLH Target group &8, £73 Subdomain0i CHSt Alias M2[7} 2 Q.
* HA[HQI Private Link Endpoint(Metrics Endpoint) +
* [version]-app.agent

* app.agent
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—
n Metrics ¥ | system.cpu.user from avg by | (e th z r € as
4+ Add Query <+ Add Formula
Display: Lines + Color: @l Classic = v 50 v Order b Tags = o Reverse order
& Split Graph NEW M Save to Dashboard | More... () One graph per guery
aviisystem.cpu.user{*} ¢4
s
3
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2
SRR
1
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B avgsystem.cpu.user{*}
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2= O 7tX| 22 Al ofL{c}

vy Ceph - Overview -

cluster pool
* - -

@ ceph TR —
p Cluster Status Cluster CPU usage Osds over ceph_fs... Participating sto... Online storage d... Logs that match "source:ceph”

If you use more No value reported 4 pate HOST SERVICE (£
than one

cluster, you can
easily zero in on
one particular

for service check (Mo data) (No data) (Nao data) (No data) | Sep 85 17:35:84.913 dcl-compute-3-prod3  ceph
ceph.overa\l_status audit 2624-089-85T88:35:04.507235+00888 mon.c (mon.1) 25689485 :

audit @ from='client.? 10.42.4.242:0/3600785108"

This dashboard displays a high-level el Pools over ceph._... Pgs over ceph_fsid... Monitors over cep... Nearly full osds ... Full osds over ce...
overview of Ceph operations and h ind th entity="client.admin' cmd=[{"prefix": "mgr stat", "format":
changing the

performance, so you can track dluster template | sep 85 17:35:84.648 dc2-compute-1-prod3  ceph

throughput and latency metrics X P (No data) ( (No data) (No data) (No data)

from your cluslers, hosrs,amd pools variable. 2024-89-05 83:35:84.521544 1 | cephemd: successfully checked

and spot performance bottlenecks. mgr_role label. checking again in 15s

Further reading on Ceph | sep 95 17:35:04.639 dc2-compute-1-prod3 ceph

menitoring: )
2624-89-85 B88:35:84.521516 1 | op-mgr: active mgr is still

. Mgﬂphl_nlegm the same (b). Mo need to update mgr_role label on daemon a.

* Howto monitor Ceph with | sep 05 17:35:84.639  de2-compute-1-prod3  ceph

atadog i fsid:*, _p... _fsid:*,ce... ,
Datad Most active pools over ceph_fsid:*,ceph Most populated pools over ceph_fsid:* ce
Object CPU 2024-89-085 88:35:83.740283 I | op-mgr: Checking mgr_role
ects over cep... usage over ...

Clone this template dashboard to | p 9 label value of daemon a (prev active mgr was h)

make changes and add your own | Sep 85 17:35:83.465 dcl-compute-4-prod3  ceph

raph widgets. ) data) ) data)

graph widg No Data No Data (No data) (No data) audit 2624-69-05TEE :35:02. 46408740008 mon.a (mon.B) 2250476 :
audit @ from='admin socket' entity='admin socket’
cmd=mon_status args=[]: Tinished

Datadog provides read/write | Sep 85 17:35:03.465 dcl-compute-4-prod3  ceph

throughput, capacity usage, and . ) . .

nurnbirif ohj::ts 3oredgwith pool- Commit and apply latency Read/write throughput R/W activity over ceph_fsid:*,ceph_pool:* audit 2624-89-B5T88:35:02.463749+8000 mon.a (mon.B) 2250475 :

level resolution. You can leverage . . . audit @ from='admin socket' entity='admin socket’

this feature to gather details about cmd="mon_status' args=[]: dispatch

each pool's usage pattern and 100 100 100 | sep 85 17:35:62.911 del-compute-3-prod3  ceph

quickly spot overloaded pools to dit 2024-89-05T68:35:02.464087+0000 [ 8) 2250476 :

tunethe app|icati0n fUr be[ter 50 50 50 audl £ L) I3HL. 40400/ mon.a (mon. H

performance. . . . . . . . ‘ . . . . . ‘ audit @ from='admin socket' entity='admin socket

16:45 17:00 1715 17:30 16:45 17:00 1715 17:30 16:45 17:00 17:15 1730 cmd=mon_status args=[]: Tinished

| sep 85 17:35:80.437 dc2-compute-3-prod3 ceph -
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Ceph Integration H&

DatadogO|M H|S5t=, 578 Solutiond| L2t Observability Preset 7| S
* Ceph (datadoghg.com)
* Baremetal 7|8t2 = CephADM &M AX|Tt CephOf CHEH AT H4 SE
* Container native 2t4 2l K8S &f0f Hi= S 22| £ A= Ceph (Rook Ceph) Off TS M= HE =7t
Alternatives
* Sidecar Containerg =|% 2 Ceph &3 Pod2 = Datadog Agent Hf =
e Agent Container® 2 ¥k 7| H|g &
e ZQZ = Metric&= Custom MetricCZ 5510, MEIXMOZ 7| Gl AtE
* Custom Metric ZH5=0l [2k(Cardinality 10070 L0OF HEf) =7t H|-2 2

* Pod& Annotationg F7}5l0{, Datadog Auto Discovery A| HA| =l Metric= 0 o 774, 648K o |

CHsH Al Custom MetricC 2 SESH=E 3 = e

Storage®} Retention2| 71X} E 22 CtA| $t H L7|A| E ZQE,  mum
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Ceph Integration M-8 (Cont.)

XIH| Dashboar

Write Throughput

Read Throughput

Available Capacity

Logs that match “source:ceph cluster_name:prod3 audit *

@ Eeph 4 oare HosT SERVICE o=
32.5wmis/s 6.6 vis/s | hug 11 14:30:08.384  ce1-computa-3-proda cepn
it 2674-58-21705:30 06, 9635480 6008 mon. . (son. 1) 2071440
Cluster Health e 10PS fead 10PS oudit 0 Froms!mgr 205B4TZ0 10.42.1.1410/1081950008" entity="nge b
onda{("preTie": "esd BloGkIISt 1u°, “format”: “yaen)]: dsspaten
16 2 51 9 | hug 1 14:30:07.678 der-comute-4-prodd cesh
«£o0psfs -FJops/s St 2624-08-21T5:30106. 9934000000 mon. < (30n.1) 2071449 :
S D fromngr 22504720 10.42.1.1410/198195305" entitys”mar. b
Cluster Capacity Used Capacity cmi=[ ("prefax”; “osd blocklast ds*, “format”; “jsen"}]: daspatch
1 7 383 8 | hug 21 14:30:07.583 det-compute-3-prodd ceph
0 : agpa 16608 . e
-/ PiB -OTiB Bl + st ant s
Lieot.stnin’ cmds[{"peeTis" "osd dumg", *format”
| s 1 14:30:07.383 de1-compute-3-proda cesn
BBt 2624-88-21705:30 06, 36633200000 mon.c (3. 1) 2071448 :
Sudit o froms’stmin soskel entity="adnin socket” cagsmon_ status
0505 OUT 0505 DOWN 050s UP 05Ds I srgaal l: finiohea
“ | hug 1 14:36:07.388  der-compute-deprods ceph
St B froms’simin socket entity="admin socket’ cuds’men.statur
AVG PGS AYG Apply Latency AVG Commit Latency sl i
[ 4ug 21 14:30106.870 0é1-compute-d-prodd ceph
25 3 1 37m s 1 37m s w1t 2024-08-21T05:38:85.63033940008 mon. 4 (scn.0) 1087158
. . - it 8 froms’client.? 18.42.1.242:0/ 191 81081
entity="clisnt.odain’ ondel{"preix: osd durg. *format
| Aua 21 14:30:06.878  de1-comute-4-proda cesn
St 2624-00-21T05:30:06.2643320000 mon. (3. 1) 2071448 : .

Capacity 105 Throughput
_ ‘
TR T
- s "~ - e e
. e .- m, PO .
Pool Used Bytes Pool RAW Bytes Objects Per Pool
.
—
‘ o
R || - - ] | . e
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B romeceoh sbincsion g buckes ndex sl 45 T U—— — . namecceph ol s buckanon e ponl g9 16411 obiecs
R o Lo pendll |- S
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B oo an o - o “
" il - R .
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Useful Cases



Kubernetes Resource 2912 |t C}ot View &

Kubernetes Explorer Kubernetes Map Resource Utilization

| 3] DATADOG



EX A|X0| CY3t Y =M

XM HEOIEOf WS o|HIEES O Clst &M HZAM EFl T
Log -> Network -> Metric -> What ever? — — m‘é o= ’___

) JIIH

uuuuuu

F;} DATADOG



rouble Shooter

Cluster L 7|2l OOM Kill Pod'& 4

e On-Prem Cluster L, £7 Pod2| F7|H OOM UM Detect, =41, sl &

- O|ME|= Flolof Clist 4 HE Ha|t SH & Metric EE M RO{FH, CSS
glst Aof2|E HAlE.

fluentd

CrashLoopBackOff : Previously this Container ran for 1 minute and terminated with exit code 8, reason: 00MKilled . It restarted 447 times.

back-off 5mBs restarting failed container=fluentd pod=rancher-logging-root-fluentd-8_cattle-logging-system({e69c4d79-01e3-4856-bcOc-042T9fe%ebd2) o
To investigate a Container 00OMKilled, it's useful to look at its memory usage against its requests and limits. If no data is shewing up, it could be that the Container did not run long enough because the resource was

immediatly exhausted,

Container: Memory Requests, Limits and Usage h Past1 Hour v m T ¥

o T T T
5 0:20 0:25 0:30 035 5 3

1t could also be useful to look at the memory usage of the Node, because there could be pressure on the node memory caused by other Pods

Node: Memory Capacity, Allocatable, Requests, and Usage 1h Past 1 Hour v | m U

10:20 10:25 10:30 1035
The Quality of Service (QoS) class for the Pod is Burstable . Learn here how QoS class is assigned, and how it can cause Pod eviction when Node resources are exceeded.

Show Status
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Integrations *» GitHub Applications

C) GitHub

Overview Configuration

1 Application found in 1 org

Datadog - pbssd
poseidonos
40 repositories

GitHub Applications

by Datadog  Datadog Supported

| Visibility S

Several Clicks!!

Configure GitHub Apps and access GitHub Actions to gain secure access to organizations and collect advanced telemetry.

oks  INSTALLED

Webhe

o

Telemetry

q - phssd

poseidonos

—
( Organization )

Features Repositories

Deletion Instructions

Features

@ API Catalog: Sync OpenAPI files

Synchronize OpenAPI definitions in the API catalog.

> View Required Permissions View docs [

CI Visibility: monitor GitHub actions

Monitor your workflows, jobs, and steps and view trends over time. Optionally collect
This feature requires additional configuration. Configure in CI Visibility [

> View Required Permissions View docs [

S Setup v

Get Started with CI Visibility

Follow instructions below to set up your CI Provider

o Which CI Provider are you using?

GitHub Jenkins

Getting Started

Pipeline Setup Test Service

: v

CircleCI GitLab

¥ pataDOG



=7|2 Cl Visibility &€

Search | QU [By pipeline name
Showing 1-5 of 5 pipelines @ Some pipelines are excluded £ Options
PIPELINE DEFAULT BRAN... EXECUTIONS FAILURES FAILURE % MEDIAN  MEDIAN CHANGE >  LAST BUILD DURATION  +; LAST RUN
€) poseidonos/pos-essential-orchestrator £ main " o % 15 min 325 4205
02. Post-merge — —
O poseidonos/pos-essential £ main 12 3 25.0% 5min35s R ERRCIR 1min2s 18hours ago
_ f _ 02. Post-Merge-Performance-Test — — - -
Views Event Management Case Management
. 5 . N .
€) poseidonos/pos-essential # main 2 1 4.8% 10 min 25 5 1005 1 mins4s 21 hours ago
Event Management Explorer Enrich & Normalize 02 Post-Merge — - : -
€) poseidonos/pos-essential §# main . .
23 5 21.7% 24min29s Ons 24min43s 23 hours ago
I~ | Q En 01. Pre-merge - Submodule update — — - —
oseidonos/pos-essential-ioworker $ main .
O r p I 6 0 0% 41 min44s 37.0s SUCCESS 42min25s 5daysago ol (&
o 0Z2. Post-merge - —
Last Execution: + 21 hours ago - Pipeline [D: #570 Duration: 11 min 545
0
Wed 28 12:00 Th 29 12:00 Fri30 200 sat3 1200
©® Running and par sded. Learn more [
Hide Contrals 995 results found Total Executions g & H Error Rate Groupby neme v & & I Build Duration g & H
+ Add SOURCE MESSAGE . /\
- . ) TN =
™~ CORE O INFO  Pull Request 609 closed on poseidonos/pos-essential-orchestrator: [PBDJ s
v Source 40 files changed with 9336 additions and 12 deletions by #minjoon-ahn Backgrou ! I I

O GitHub source:github  assignee:minjoon-ahn  branch:main event_action:closed event_grol
m Error m Error mrE @ P @SS
» Host INFO  minjoon-ahn pushed to main at poseidonos/pos-essential-orchestrator
v Job Summary © Running and pa o excluded Learn more [
> Service There was 1 commit in this push by #minjoon-ahn Compare URL
Commits: Errored Executions g & i Duration change  C @ aweek before  w pe absolute » O change » & 52
~ Status 1adeaeb Minjoon Ahn [PBDEV-1869] TDK documentation (#609) (added) tdk/data
l Error 0 source:github branch:main  event_group:commits repo:poseidonos/pos-essential-d ! 7m Build (DEBUG) > -
7m Build (R B s 0
Wwarn 0 i 1595
o os
Info 995 INFO  Pull Request 39 review_requested on poseidonos/pos-essential-failure-g -
NiA Deplaying-Ar
5 files changed with 10 additions and 10 deletions by #hsung-yang submoduled]| B i3 s 2 NiA Deplaying-
> message N/A Deplaying- -
source:github  assignee:hsung-yang branch:main  event_action:review_requested -
> Team
a bsperpage:[s <] <[z 5 ¢ s 6 7 w0
v EVENT INFO  Pull Request 39 review _requested on poseidonos/pos-essential-failure-g
N jos PS0 DURATION P95 DURATION | EXECTIME % FAILURE %
> Aggregation Key 5 files changed with 10 additions and 10 deletions by #hsung-yang submoduled| Build (DEBUG) 7min 27 s I gmin47 s I 39.2% W 0%
source:github  assignee:hsung-yang branch:main event_action:review_requested Bulld (RELEASE) 7min 11 s EE. 8min26 s M 3785 W 480 |
> Duration Cleanup_PM 1655 | 1915 | 1.4% 0%
Deploying-Artifacts (pos-essential-debug 0.2 5-rc.10-17+277ae0fc_amde4.deb) 4minis amin1s Il 1.0% 0%
Deplaying-Artifacts (p tial-debug_0.2.5-rc.10-21+30b43a13 amd6d.deb) 2min21s W 2min21s B 0.6% 0%
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Enhancement Points

Self-Test Routine? Diagnosis Methods?

« HNCHE AHO| EUA=A], SSH2E S&5t2 U=A] =2 |3£ == RE =l
« Datadog Agent 22 17} &%t Host Node / Host Pod2 £ £E %|EF Private Link EndpointZ7HX]|
OlEliz o SASIESE HZO| &Y= &&A =2l % T U= GE?

« 9QIF (datadoghg.com)

*  Trouble Shooter®| HZFA?

Private Link2| E%&h?
o AHE Subdomain 52| 42, Public InternetS EtA| &0 2.

* Private Link X| & 2| 2|0,

Custom URL A2 2 x.509 Certificate -0 CH$ 24l Guide?
« Datadog Agent Host2} ProxyZ} =2/ &[0 = Network0f| EXdt= EF (AirGapped 2t8)

Ceph Integration X|&l9| 2H%?
« Container native Zt40A = X| &l

¥ DATADOG
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Summary
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7k0] 744 EOIE
£ 2|5

Air-gap 2t42| On-Premise 2} Public Cloud(AWS)7t Z2t=l Hybrid Cloud JEH T
28 3 XM 18 Ze Atg

A|Ato] LHOB X[} &S TA L3 J|E 2| AAS S2BIK}

laC &%t b= X532t 1 E=

HL
o
e}
o

CHel ZHEr
Infrastructure Monitoring & Event &4 A|, A=5d UA| CrYet 222 HSHA 24 Jts
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